IamsiTKa MO 0€301ACHOCTH B HHTEPHETE

C KaXIbIM TOAOM MOJOJICKH B MHTEPHETE CTAHOBUTHCS OOJIBINE, a MIKOJLHUKH
OJIHM W3 CaMbIX aKTHBHBIX IIOJIb30BaTeied PyHera. Mexay TeMm, ITOMHMO
OTPOMHOTO KOJHMYECTBA BO3MOXKHOCTEH, HMHTEPHET HECeT M IMpoOJieMbl. ITa
IIaMsITKa JOJDKHA IIOMOYb TeOe Oe30IMacHO HaXOQUTHCS B CETH.

Komnbrorepubie Bupycbl. KOMIBIOTEpHBIM BHPYC — 3TO Pa3HOBHUIHOCTH
KOMITBIOTEPHBIX IPOTrpaMM, OTIUYUTEIBHOM OCOOEHHOCTBIO KOTOPOMl SBIISIETCS
CHOCOOHOCTH K pa3MHOKEHHUI0. B nononHeHne K 3ToMy, BUPYChl MOTYT TIOBPEIUTh
WIA TIOJIHOCTHIO YHHUYTOXUTh Bce ailnbl W JaHHBIE, MOJKOHTPOJIbHBIC
II0JIb30BATENI0, OT UMEHH KOTOpPOro OblIa 3amylleHa 3apak€HHas mporpamma, a
TAaK)K€ TNOBPEINUTHh WIH JAKE YHHUYTOXXKHUTH OINEPALMOHHYK) CHCTEMY CO BCEMU
¢aitnamu B 1eiaoM. B OGONBIIMHCTBE Cy4yaeB pAacIpOCTPaHSIIOTCS BUPYCHI YEpE3
UHTEpHET.

MeToab! 3alIIUTHI OT BPEIOHOCHBIX MPOrpaMMm:

o Hcnonb3yll COBpEMEHHBIE ONEPAIMOHHBIE CUCTEMBI, UMEIOIINE CEPbE3HBIN
YPOBEHB 3aIIUThI OT BPEIOHOCHBIX IPOTPAMM;

o [IlocrossHHO ycraHaBnuBail mautu (UUQPPOBBIE 3aIIATKH, KOTOpPHIC
aBTOMATHUYECKH YCTAaHABIMBAIOTCS C IEJNbIO JIOPAOTKM MpOTrpamMMbl) U
Jpyrue oOHOBJIEHUSI CBOEH OmneparoHHON cucteMbl. CkaunBail X TOJBKO C
odurmanpHoro caiita paspadorunka OC. Ecam cymectByeTr pexum
aBTOMATHYECKOTO OOHOBJICHUS, BKIIIOUH €T0;

o Pabotaili Ha cBOoeM KOMIBIOTEpE TMOJ TMpaBaMU IMOJL30BaTENs, a HE
aJIMUHHUCTpATOpa. ITO HE MO3BOJIUT OOJBIIMHCTBY BPEOHOCHBIX MTPOTrpamMm
WHCTAJTUPOBATHCSI HA TBOEM MEPCOHATBLHOM KOMITBIOTEPE;

o Hcnonw3ylt  aHTUBUpPYCHbIE  TPOTPAaMMHBIE  MPOAYKTHI  HM3BECTHBIX
MPOU3BOJIUTEIICH, C aBTOMAaTUYECKUM OOHOBJICHHEM 0a3;

o Orpannub GU3NIECKUMN TOCTYI K KOMIBIOTEPY JJIsl TOCTOPOHHUX JIHUIL;

o Hcnonw3yit BHENIHWE HOCUTENN UH(POPMAIIUU, TaKKE KaK (IICIKa, TUCK WIIN
daiin u3 uHTEpPHETAa, TOJIBKO U3 MPO(EPEHHBIX HCTOYHUKOB,;

« He otkpeiBaii koMmmbrOTepHBIC (Dailsibl, MOTYyYEHHBIE W3 HEHAJIEKHBIX
UCTOYHUKOB. Jlaxke Te (Qaitibl, KOTOpbIe MpUCTal TBOM 3HAKOMBIN. Jlyurie
YTOUHH Y HETO, OTIPABIISLI JIU OH TeOE UX.

Cerun WI-FI. Wi-Fi - 310 He BUJI mepenayd JAaHHBIX, HE TEXHOJOTHS, a BCETO
aumis  OpeHa, wapka. Eme B 1991 romy HuaepiaHiackas —KOMIaHUS
3apeructpupoBana openn « WECAy, uro o6o3Havano cimoBocodetanue «Wireless
Fidelity», xoTopbiii mepeBoguTcsi Kak «OecrnpoBoAHas TOYHOCTH». [lo Hamiero
BpPEMEHU 0TI JApyras abOpeBuarypa, KOTopas SIBISICTCS TAaKOH e TEXHOJOTHEH.
Oto ab6peuatypa «Wi-Fi». Takoe Ha3BaHue ObLIO TaHO ¢ HAMEKOM Ha CTaHIAPT
BBICIIMI 3ByKOBOM TexHuku Hi-Fi, 9Tto B mepeBome o03HA4aeT «BBICOKAs
TOYHOCTH». [la, OecriaTHBII MHTEPHET-IOCTYIl B Kade, OTeIsIX W a’dporopTax



SIBJIIETCSI OTJIMYHONW BO3MOKHOCTBIO BBIXOJIa B MHTepHET. Ho MHOTHE 3KCIepTh
CUMTAIOT, yTO oOmenocTynHbie Wi-Fi ceTn He sBisitoTCS 0€30MaCHBIMU.

CogeThbl 110 0€301aCHOCTH PadoTe B 001IEAOCTYNMHBIX ceTsix Wi-fi:

« He mepenaaii cBoro nuuHy0 mHpOpMaInmio yepe3 odmiemaocTynHabie Wi-Fi
cetu. PaboTas B HUX, JKeJaTeJIbHO HE BBOAUTH MAPOJIM JIOCTYIA, JOTUHBI U
KaKue-TO HOMEDA,

o Hcnonw3yit u OOHOBISH aHTUBHPYCHBIE MporpaMMbl U OpaHamayep. Tem
caMbIM Thl 00€30MacHIlb Ce0sl OT 3aKaYyKH BUpyca Ha TBOE YCTPOUCTBO;

o Ilpu ucnonwszoBanuu Wi-Fi otkimoun ¢pyHkuuo «O6mmii goctyn K daitnam
u npuHTepam». JlaHHas (QyHKIUS 3aKpbiTa IO YMOJYaHUIO, OJHAKO
HEKOTOpbIE TMOJIb30BATEIM aKTUBUPYIOT €€ NIl yA00CTBa UCIOIb30BaHUS B
paboTe win y4eoe;

o« He wucnone3yit nyOmuunbii WI-FI s nepemaun JUYHBIX JaHHBIX,
HaIrpuMep JJIsl BBIX0JIa B COLIMATBHBIE CETH WM B AJICKTPOHHYIO MOYTY;

o Mnone3yit Tonpko 3amuiieHHoe coenunenne yepe3 HTTPS, a ne HTTP, T.e.
npu Habope BeO-ajpeca BBOAU UMEHHO «https://»;

« B moOwipHOM Tenedone otkimroun ¢yHknmoo «[logkmrouenne xk Wi-Fi
aBToMarnueckn». He  gomyckaidi  aBTOMaTU4eCKOTO  MOJKJIHOYEHUS
ycTpoicTia K cetsim Wi-Fi 0e3 TBoero cornacus.

Counanbublie cetn. ColMAIbHBIE CETU AKTUBHO BXOJSAT B Hally >XKU3Hb, MHOTHE
01U paboTaloT M KUBYT TaM NOCTOSHHO, a B Facebook yxe 3apeructpupoBan
MWJUIAAPJ YEJIOBEK, 4YTO SIBJISECTCS OJHOW CEIbMOM BCEX KUTEJIEW IUIAHETHI.
MHorue mnoJyib30BaTeid HE MOHUMAIOT, 4YTO WH(OpMaIMs, pa3MElleHHAas UMU B
COITMATILHBIX CETSAX, MOXKET OBbITh HalJeHA U MCIOJIb30BaHA K€M YTOJHO, B TOM
Yyucie He 00513aTeNIbHO ¢ 0J1ariMu HaMEepPEeHUSIMU.

OcCHOBHBIE COBETHI 10 0€30MACHOCTH B COLIHAJBHBIX CeTAX:

o OrpaHuub COUCOK JApy3el. Y TeOs B APY3bsX HE TOJKHO OBITh CIIyYalHBIX U
HE3HAKOMBIX JIFOJICH;

« 3amuinaii CBOI0 4acTHYIO KU3Hb. He ykaswiBall maposu, TenedoHsl, agpeca,
JaTy ~ TBOErO  POXAEHUS U JIPYIryl0  JUYHYHO  UHGOOpMAaIHUIO.
3710yMBIIUIEHHUKHA MOTYT UCIOJIb30BaTh AaKe MH(OPMAIMIO O TOM, KaK Thl
Y TBOU POJIMTEINH IUIAHUPYETE MPOBECTU KAHUKYJIBI;

 3ammImaii CBOI0 PEemyTalrIo - JIEPKHU €€ B YUCTOTE M 3a7aBail cebe BOmpoc:
X0Ten ObI Thl, YTOOBI IPYTU€ MOJB30BATENN BUAEIHU, YTO Thl 3arpy’Kaeiib?
[Tonymaii, mpesxe ueM 4To-TO OImyOJIMKOBaTh, HAMMCATD U 3arPy3UTh;

o Ecau TBI roBOpHLIb C JIFOJBMH, KOTOPBIX HE 3HAECIIb, HE MCIOJbB3YH CBOE
pealibHOE UM U JPYTYIO JIMYHYIO MH(GOpMaLMU: UMs, MECTO >KUTEIhCTBA,
MECTO y4eObl U IIpoyee;

o MW30Geraii pazmemienus ¢otorpaduit B HTepHeTe, T/i€ Thl M300paKeH Ha
MECTHOCTH, 110 KOTOPOH MOKHO ONPEIEIUTh TBOE MECTOIOJIOKEHHE;



o Ilpu peructpanuu B COMaNbHON CETH HEOOXOIUMO UCIIOIB30BATh CIOKHBIE
[apoJIx, COCTOSIIINE U3 OYKB M IM(P U C KOJTUYECTBOM 3HAKOB HE MEHEE §;

o Jlyig couuanbHOM CeTH, OYTHI U IPYTHX CaiTOB HEOOXOJUMO HCIIOIb30BaTh
pasHble napoau. Torna ecnu Te€0s B3IOMAIOT, TO 3JI0YMBIIIJIEHHUKY TOJTy4YaT
JOCTYT TOJIBKO K OTHOMY MECTY, & HE BO BCE Cpasy.

DJIEKTPOHHBbIE JIeHbI'M. OJECKTPOHHBIE JIEHBI'M — 3TO OYE€Hb YAOOHBIN CIOCOO
MJIaTeX e, OJHAKO CYIIECTBYIOT MOIIEHHUKH, KOTOPBIE XOTST IMOJYyYUTh 3THU
JIEHbI'U. DJEKTPOHHBIE JEHbIY MOSIBUIUCH COBCEM HEIABHO U UMEHHO H3-3a 3TOTO
BO MHOTHX TOCYJapCTBax JI0 CUX MOP HE MPOIMKUCAHO MPO HUX B 3akoHax. B Poccuu
K€ OHU (PYHKIIMOHUPYIOT U O HUX yXKe MPOIHCAHO B 3aKOHE, IJIe UX pa3JIeaioT Ha
HECKOJBKO BHIOB — AaHOHMMHBIE M HE aHOHMMHBIE. PasHUIIa B TOM, 4YTO
QaHOHUMHBIE - 3TO T€, B KOTOPBIX pa3pemniaeTcs NPOBOJUTH omepanuu 0e3
UJIEeHTU(PUKAIINY TT0JIh30BaTeENs, @ B HEAHOHUMHBIX MJICHTU(UKAIIUN TOJIb30BaTEIs
AaBsieTCA o00s3aTenbHOM. Takke cleayeT pasiauyaTh JJCKTPOHHBIE (HATHBIC
JIeHbId (paBHBI TOCYIAPCTBEHHBIM BAJIIOTaM) U 3JICKTPOHHBIC HE(UATHBIC JICHBIH
(HE paBHBI TOCYAAPCTBEHHBIM BAIIOTAM).

OcHOBHBIE COBETHI 10 0€e30NacCHO# padoTe ¢ JIEKTPOHHBIMHU AeHbIAMU:

o [lpuBspku k cuery MOOMIIBHBIN TeneoH. DTO caMblil YJOOHBIN U OBICTPHIN
c1oco0 BOCCTAaHOBUTH JIOCTYI K cuery. [IpuBsi3aHHBIN TenepOH MOMOXKET,
ecnu 3a0yjelib CBOM IUIATEXKHBIM Mapoiib WIM 3aifJlenb Ha CalT C
HE3HAKOMOT'O YCTPOMCTBA;

o Hcnonb3yii onpHopasoBble mnaponu. [locie mepexoga Ha YCHICHHYIO
aBTOpH3alMi0 TeOe yke He OyneT YrpokaTh OINACHOCTb KpaXH WM
nepexsaTa IJIaTeXHOro napoJs;

o BriOepu cnoxssiii napons. IlpectymHukam OyneT He NpPOCTO yraaatb
CJIOKHBIM napoJib. HanexxHeie mapoam — 3TO Mapoyiv, KOTOPBIE COAEPKAT
HE MEHEE 8 3HAKOB M BKIIIOYAIOT B C€Osl CTPOYHBIC M MPOIMUCHBIE OYKBBI,
mudpel ¥ HECKOJBKO CHUMBOJIOB, Takh€ Kak 3HaK jaosuiapa, (yHTa,
BOCKJIMIIATEIbHBIN 3HaK u T.11. Harmpumep, $tROng!;;

« He BBOaM cBOM NMYHBIE JAHHBIE HA CaliTaX, KOTOPBIM HE JOBEPSCIIb.

DJIeKTPOHHAsI MOYTa.  DJEKTPOHHAas TMo4YTa — 3TO TEXHOJOTUS U
MPEIOCTABIISIEMbIE €10 YCIYI'M MO TMEPEChUIKE M MOJYYEHUIO SJIEKTPOHHBIX
COOOIIEHUM, KOTOPBhIE pACTIPENENAIOTCS B KOMIBIOTEpHOU ceTu. OOBIYHO
AJICKTPOHHBIM  TOYTOBBIA  SIIUK  BBINJIIAUT  CIACAYIOIIUM  00pa3oMm:
UMsI_TIOJIb30BaTENsA(@WUMs_JoMeHa. Takke KpoMe IMepeladyd IPOCTOro TEKCTa,
UMEEeTCsI BO3MOXKHOCTh TIepe1aBaTh (Pailiibl.

OcHoBHBIE COBETHI 10 0€30MaCHOIl padoTe ¢ IJIEKTPOHHON MOYTOM:

o« Hanmo BwIOpaTh mnpaBWIbHBIA MOYTOBBIM cepBUC. B uHTEpHETE ecTh
OTPOMHBIA BBIOOp OECIUIATHBIX TOYTOBBIX CEPBUCOB, OJHAKO Jy4YIlle
JIOBEPSITh TEM, KOI0 3HACIIb U KTO NIEPBBIA B PEUTHHTIE;



o He yka3piBaii B nuyHON mouTe JauuHyro uH(opmanuio. Hampumep, myure
BBIOpaTh «My3bIKaJIbHBINA (paHaT@» unmu «pok2013» Bmecto «remal3y»;

o Hcnonb3y#l IBYXATAIlHYIO aBTOPU3ALMIO. DTO KOT/Aa HOMUMO NapoJisl HYKHO
BBOJUTH KOJ, IPUChUIaeMbIi 0 SMS;

o BriOepu cioxubIil naposas. s KaXXJ0ro moYTOBOTO SIMKa JAOHKEH ObITh
CBOM HAJICKHBII, YCTOMYHUBBIN K B3JIOMY apOJIb;

« Ecimm ectb BO3MOXHOCTh HamucaTb CaMOMY CBOM JIMYHBIM BOMPOC,
WCIOJIb3YH 3TY BO3MOXHOCTB;

o Hcnonb3ylh HECKOJBKO TMOYTOBBIX SIIIUMKOB. [lepBbI sl  4acTHOU
MEPENUCKU C aJpecaramu, KOTOPBIM Thl JOBEpSCIIb. DTO 3JICKTPOHHBIM
aJpec He HAJ0 MCITOIB30BaTh TP PErUCTpalK Ha (popymax U caiTax;

o He ortkpsiBail (¢aiinel U Apyrue BIIOKEHUS B NMUCBMAaX JaXe €CIM OHH
MNPUIUIK OT TBOUX Apy3eil. Jlydiie yTouHu y HUX, OTOPABIISIN JIU OHU TeOe
9T (aiibl;

o Ilocne okxoHuyaHusi pabOThl HA TMOYTOBOM CEpPBUCE TIEpPeld 3aKPHITUEM
BKJIQJIKU C CAUTOM HE 3a0y/ib HaXKaTh Ha «BBIATHY.

KubGepOyiimHr wid BHPTyajibHOEe WuU3AeBaTeNbCcTBO. KubepOymmuHr —
IIpPECIIEIOBAHUE  COOOIIECHUSMH, COJEpKAIIMMH  OCKOpOJIEHUsS, arpeccHio,
3allyTMBaHUE; XYJIHMIAHCTBO; COLMAIbHOE OOMKOTUPOBAHHE C  [OMOIIBIO
Pa3IMYHBIX UHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 10 00pbHOE ¢ KUOEPOYIIMHIOM:

o He Opocatlica B 60ii. JIyumuii cnoco0: MOCOBETOBATHCS Kak ce0si BECTH U,
€CJIM HET TOTr0, K KOMY MOKHO OOpaTUThCS, TO BHayane ycrnokouTbes. Eciu
Thl Ha4yHEIllb OTBEYaTh OCKOPOJIEHHUAMH Ha OCKOpPOJIEHHS, TO TOJBKO €Ile
O0JbIIE pPa30kKKEIb KOHPIUKT;

o YmpaBnsii cBoel kubeppenyTanuei;

o AHOHUMHOCTH B ceTd MHUMas. CyIIeCTBYIOT CIOCOOBI BBISICHUTH, KTO CTOUT
32 AaHOHUMHBIM aKKayHTOM;

« He crour Bectm xynuraHckuii o0pa3 BUPTyadbHOUN >Xu3HH. WHTEpHET
(bUKCUpPYET BCE TBOU JCUCTBUS U COXpAHSET UX. Y AAUTh UX OyJEeT KpaitHe
3aTPYJHUTEIIBHO;

o CoOmronaii CBOM BUPTYaJIbHYIO YECTh CMOJIONY;

o MUrnopupyit enunuuHbli HeratuB. (OJHOpPA30BBIE  OCKOPOUTEIHHBIC
COOOIIeHHs JTyullle UTrHOopupoBaTh. OOBIMHO arpeccus MNpeKpallaercs Ha
Ha4vyaJIbHOU CTAJUMH,

o ban arpeccopa. B mporpamMmmax oOMeHa MTHOBEHHBIMH COOOIICHUSIMH, B
COLIMAJIBHBIX CETSIX €CTh BO3MOXHOCTh OJIOKUPOBKH OTIIPABKH COOOIICHHI C
ONPENIEIICHHBIX aJPECOB;

o Ecmu 1B cBUAeTens kubepOysuinHra. TBoM NEUCTBUS: BBICTYMUTH MPOTUB
mpeciieioBaTens, IO0Ka3aTb €My, 4YTO €ro JCWCTBUS OLCHHUBAKOTCA
HETaTUBHO, TOJJIEPXKATh KEPTBY, KOTOPOM HYyX,HA TMICUXOJOTHYECKast
MOMOIILlb, COOOIIUTH B3POCIBIM O (PAaKTe arpecCUBHOIO MOBEICHUS B CETH.



Moouabhblii Tenedon. CoBpemeHHble cMapT(OHBI M IUIAHLIETHI COJEP)KaT B
ceOe BIOJHE B3pOCHbI (PyHKUIHMOHAN, U TENEph OHU MOTYT KOHKYpPHUpOBaTh CO
CTallMOHAPHBIMU KoMmIbloTepamMu. OJHAKO, CPEACTB 3alUThl I TMOAOOHBIX
YCTPOMCTB MOKa OYEHb Majo. TeCTUpOBaHME U TIOUCK YSI3BUMOCTEM B HHX
OPOUCXOAUT HE Tak HHTEeHCUBHO, kak ansa IIK, To ke camoe kacaerca u
MOOWJIBHBIX — mpuioxkeHuil. CoBpeMeHHble  MOOWIBbHbIE  Opay3epbl  yxke
IPAKTUYECKU JIOTHAJIM HACTOJbHBIE aHAJIOIH, OJHAKO pacuiMpeHue (QyHKIHMOHAA
BJIEYET 3a COO0M OOJBIIYIO CIOXKHOCTh M MEHBIIYIO 3alUIIEHHOCTh. Jlaneko He
BCE TPOU3BOAUTENN BBIMYCKAIOT OOHOBJICHMS, 3aKPHIBAIOLINE KPUTUYECKUE
YSI3BUMOCTH JIJISl CBOMX YCTPOWCTB.

OcHoBHbBIE COBeTHI /17151 0€30IaCHOCTH MOOMJILHOI'0 Teﬂeq)ona:

o Huuero He sBnsieTcs mo-HacTosAEeMy OecruiaTHeIM. Byas ocTopokeH, Bedb
Korjaa tede mpeayiaraloT OecriaTHbIi KOHTEHT, B HEM MOTYT OBbIThb CKPBITHI
KaKue-TO IJIaTHBIE YCIIYTH;

o [ymaii, npexne yem otnpaBuTh SMS, poro nnu Buaeo. Tol TOUHO 3HACIID,
r7ie OHU OyJyT B KOHEYHOM UTOTE?

« Heo6xoaumMo 0OHOBIATH ONEPAIMOHHYIO CUCTEMY TBOETO cMapT(hOHa;

o Hcnonw3yit aHTUBHPYCHBIE TPOTPAMMBI JJIs1 MOOUJIBHBIX TEIE(POHOB;

« He 3arpyxaii mpuIoXeHUsI OT HEU3BECTHOIO MCTOYHHUKA, BEJb OHH MOTYT
COJIEpKaTh BPEIOHOCHOE MTPOrpaMMHOE 00ECIICUEHHUE;

« Ilocne Toro Kax Thl BbIiJIeUIb C caiiTa, IJ€ BBOAWJ JIMYHYIO MH(OPMALUIO,
3aiiiu B HACTPOITKU Opay3epa u ynainu cookies;

o Ilepuoanuecku npoBepsl Kakue IUIATHBIE YCIYTH aKTUBUPOBAHBI HA TBOEM
HOMEpE;

o JlaBaii cBoii HOMEp MOOWUIBHOTO TeleOHAa TOJBKO JIOASM, KOTOPBIX ThI
3HACIllb U KOMY JIOBEpSAEIb;

o Bluetooth momxen ObITH BBIKIIOUEH, KOTJa Thl UM HE MOJb3yemibcs. He
3a0bIBail UHOTIa IPOBEPSITH 3TO.

Online urpsi. CoBpeMEHHbIE OHJIAWH-UTPBI — 3TO KPACOYHBIE, 3aXBATHIBAIOIINE
pa3BieUeHUsl, OOBbEINHAIONIME COTHU ThICSY 4YEJIOBEK MO Bcemy mupy. Urpoku
UCCIIEYIOT JaHHBIM UM MHp, OOLIAIOTCS APYr C JIPYrOM, BBIIOJHSIOT 3aJlaHus,
CPKAIOTCS C MOHCTPAMHM W TOJYYarOT OIBIT. 3a YJAOBOJBCTBUE OHM ILIATAT:
MOKYTAaIOT JUCK, OTNIAYMBAIOT aDOHEMEHT WJIM MPUOOpETaIOT Kakue-To onuuu. Bee
TU CpEeACTBAa WAYT Ha MOAJEPKAHUE W PA3BUTHE HUIPHI, a TaKKe Ha caMmy
0€30MacHOCTh: COBEPILICHCTBYIOTCS CUCTEMbl aBTOPU3ALIMH, BBITYCKAIOTCS HOBBIE
naTyu (LUQPPOBbBIE 3aMIATKU AJI POTPAMM), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.
B 1omo0HBIX WUrpax CTOMT ONAcaTbCsid HE CTOJILKO CBOMX COINEPHUKOB, CKOJIBKO
KpaXXu TBOETO MapoJisi, Ha KOTOPOM OCHOBAaHA CHCTEMa aBTOPU3AIMU OOJIBIIMHCTBA
urp.

OcHoBHbBIE COBEeTbI 10 0€30MACHOCTH TBOEro HI'POBOI0o aKKayHTa:



o Ecmu gpyroit urpok Beaer cedsi MIOXO WM CO3/aeT TeOe HENmpHUSITHOCTH,
3a0JIOKUPYH €ro B CIIHCKE UTPOKOB;

o Iloxanylica agMUHHCTpAaTOpaM HMIPbl HA IUIOXOE MOBEICHHUE 3TOTO UIPOKA,
YKEJIATEIbHO MPUJIOKUTh KAKHE-TO J1I0KA3aTEIbCTBA B BUJIE CKPUHOB;

o He yka3piBait nuuHyro nuHdopMmanuio B npodaiiyie Urpsi;

o YBaxail Ipyrux y4acTHUKOB 10 UTPE;

« He ycranaBnuBaii HeopulIMaIbHbIE TATYN U MOJIBI;

o Hcnons3y¥ cinoxHbIE U pa3HbIE NapOJIH;

o Jlaxxe BO Bpems UIPbI HE CTOUT OTKJIIOYATh aHTUBUPYC. [IOoKa Tl urpaems,
TBOW KOMIIBIOTEP MOTYT 3apa3uTh.

@UIIUHT WIN KPaska JUYHBIX JaHHBbIX. OOBIUHON Kpa)kel JeHET U JOKYMEHTOB
CeroJHsl y>K€ HHUKOro He yAuBUfIIb, HO C pa3BUTHEM HMHTEPHET-TEXHOJIOTHIA
3JI0YMBIIIJICHHUKA TEPEMECTHIIUCh B HWHTEPHET, U MPOJODKAIOT 3aHUMAThCs
«Io0MMBIM» n1esioM. Tak mosBHJIaCh HOBasl yrpo3a: MHTEPHET-MOLICHHUYECTBA
WK (UIINHT, TJIaBHAS 11€JIb KOTOPOTO COCTOUT B MOJYYEHUH KOH(QUIACHIIMAIBHBIX
JaHHBIX MOJIb30BaTeNiell — JIOTMHOB M maposied. Ha anrmmiickom si3pike phishing
yuTaeTcs kKak GumuHr (ot fishing — pe1OHas 0B, password — mapouib).

OcHoBHBIE cOBEeTHI 10 00pb0e ¢ GUIIMHIOM:

o Cnenu 3a cBOMM akkayHTOM. Eciu Thl Mojo3peBaclib, YTO TBOS aHKETa
OblTa B37IOMaHa, TO HEOOXOJIMMO 3a0JIOKMpOBATh €€ U COOOIIUTH
aJIMUHHUCTPATOpaM pecypca 00 3TOM KaK MOKHO CKOPEE;

o Hcnonn3ylt Ge3omnacHbie BeO-caliThl, B TOM YHCII€, UHTEPHET-Mara3uHoB U
MTOMCKOBBIX CHCTEM;

o MHcnonw3yil crnoxHbele W pasHble mapoad. Takum o0pa3om, eciau Tels
B3JIOMAIOT, TO 3JIOYMBIIUICHHUKH MOJy4aT AOCTYI TOJIBKO K OJTHOMY TBOEMY
npoduIII0 B CETH, a HE KO BCEM;

o Ecium Tebs B3nOManmu, TO HEOOXOAMMO TMPEAYNPETUTh BCEX CBOMX
3HAKOMBIX, KOTOpbIE J00aBIEHB y TeOs B JAPY3bSIX, O TOM, 4YTO TeOs
B3JIOMaJu W, BO3MOXKHO, OT TBOEr0 HMMEHHM OYIET pacchUIaThCsA ClaM U
CCBUTKH Ha (DUIIIMHTOBBIE CAUTHI;

o YcranoBu HanexHbIN mapoiib (PIN) Ha MOOMIBHBIN TenedoH;

o OTKIIOUYM COXpaHEHHE MMapoiist B Opaysepe;

o He ortkpsiBail ¢aiinbl U apyrue BIOKEHHS B MUChMAax JaXe €CId OHHU
MPUIILTA OT TBOMX JApy3eH. Jlydie yrounu y HUX, OTIPABISUIHA JIM OHU TeOe
9T (aibl;

HudpoBas penyramus. [ludpoBas penyramus - OSTO HEraTUBHAs WU
no3uTuBHAs uHpopManus B cetu o Tede. Kommpomerupytomias wuHbOpmaIms
pa3MeIleHHass B WHTEPHETE MOXKET CEPhE3HBIM 00pa3oM OTPa3UThCS Ha TBOEU
peanpHOM ku3HU. «lludpoBas pemyranus» - 3TO TBOW UMUK, KOTOPBIU
dbopmupyetrcss u3 uHbopMal 0 Tebe B MHTEpHETE. TBOE MECTO KUTEIHCTBA,
y4eObl, TBO€ (PMHAHCOBOE TOJOKEHHE, OCOOCHHOCTH XapaKTepa U PacCKa3bl O



OJIN3KUX — BCE 3TO HAKAIUIMBAETCS B CETH. MHOIME MOAPOCTKU JIETKOMBICIEHHO
OTHOCSTCS K MyOJUKauuu JU4HOM wuH(popmauuu B HHTepHeTe, HE NOHUMAs
BO3MOXHBIX IOCJIEACTBHM. Thl Nake HE CMOXEIIb JOrajgarbCsi O TOM, YTO
¢dotorpadusi, pasmellieHHas 5 JeT Ha3aj, cTajla IPUUMHON OTKa3a MPUHSTH Te0s Ha
paboty. KommeHnTapuu, paszMenieHue TBoux ¢otorpaduil U Ipyrue AeUCTBUSA
MOTYT HE MCYE3HYTh AAXKE IOCJE TOr0, KaK Thl MX YAAJIHIIb. Thl HE 3HAEUIb, KTO
COXpaHWJ ATy HH(OpMalMIO, Tonajga JMU OHAa B IIOMCKOBBIE CUCTEMBI MU
COXpaHMJIAch JU OHA, a INIABHOE: YTO MOAYMAKOT O TeOE OKpy’Karollee JIIOIU,
KOTOpBIE HaWAYT W yBUAAT 3T0. Haiitu nHopmanmio MHOTO JIET CITyCTS CMOKET
000 — Kak U3 100phIX MOOYKIECHUH, TaK U C HAMEPEHUEM MPUYUHUTD Bpea. ITO
MOKET OBITh KTO YTOJTHO.

OcHOBHBIE COBETHI 110 3aUTe HU(PPOBOI penyTalnu:

o [Ilogymaii, mpexzae yem 4TO-TO MyOJMKOBATh U MEpenaBaTh y ce0a B OJyore
WJIM B COLIMAJILHOM CETH;

o B Hacrpoiikax mnpoduis yCTaHOBM OIpaHHYEHUS Ha MPOCMOTP TBOETO
npO(UIIA U €ro COAEPKUMOTrO, CACIANA €ro TOJIBKO «UISl IPY3€Ei»;

o He pazmemaii u He ykas3piBall MHQOpPMaLUIO, KOTOPas MOXET KOro-moo
OCKOPOJIATH MK OOMKATh.

ABTOpCcKOe mpaBo. CoOBpEMEHHbIE IIKOJbHUKH— AKTHUBHBIE I[OJIb30BATENH
nudpoBoro mnpocrpanHcTBa. OpHAKO MaleKO HE BCE 3HAIOT, YTO IOJIb30BAHUE
MHOTUMU BO3MOXHOCTSIMH LM(GPOBOTO MHUpa TpeOyeT COOMI0ICHUS TpaB Ha
VHTEIJICKTYaJIbHYIO COOCTBEHHOCT. Tepmun «MHTEJUIEKTyaJIbHas
COOCTBEHHOCTb» OTHOCUTCS K pPa3JIMUYHBIM TBOPEHHUSIM YEJIOBEUYECKOTO YyMa,
HAayWHasi C HOBBIX H300pPETEHUM W 3HAKOB, O00O3HAYAIOUIUX COOCTBEHHOCTHh Ha
MPOAYKTBI M YCIYTH, M 3aKaHUMBas KHUTaMu, ¢ororpadusiMu, KUHOPUIBMaAMU U
MY3BIKAJIBHBIMA ~ NPOU3BEACHUSIMUA. ABTOPCKHME TMpaBa — O3TO M[OpaBa Ha
WHTEJUICKTYalIbHYI0 COOCTBEHHOCTh Ha TMPOM3BEICHUS HAyKU, JIUTEPATypbl M
UCKycCTBAa. ABTOPCKHE IIpaBa BBICTYNAlOT B KayeCTBE TapaHTUU TOrO, 4TO
WHTEJUICKTYalIbHBIN/TBOPUECKUI TPy aBTOpa HE OyJeT HampacHbIM, JACT €My
CIIpaBEJIMBbIC BO3MOXKHOCTH 3apab0oTaTh Ha PE3yJIbTaTaX CBOETO TPY/a, MOTYIUTh
U3BECTHOCTh W Tpu3HaHue. Hukro 0e3 paspemieHuss aBTOpa HE MOXKET
BOCITPOU3BOAUTH ero IIPOU3BEACHUE, pacupoCTpaHATh, myOJIUYIHO
JEMOHCTPUPOBATh, MPOJAABaTh, UMIOPTUPOBATH, MYCKaTh B MPOKAT, MyOJIUYHO
UCIIOJHATh, TOKa3bIBATH/UCHONHAT, B 3dupe Wik pa3Memarb B HHTEepHeTe.
Hcnonb30BaHre «IMUPATCKOT0» MPOrPaMMHOI0 OOECIICUCHHSI MOXKET MPUBECTH K
MHOTHUM pHUCKaM: OT MOTEPHU JAHHBIX K TBOUM aKKayHTaM JI0 OJIOKUPOBKU TBOETO
YCTPOMCTBA, TAE YCTAHOBJICHHBIM HE JieTalibHas mporpamma. He crout Takxke
3a0bIBaTh, YTO CYIIECTBYET JierajdbHble M OCCIJIaTHBIE MPOTPAMMbI, KOTOPbHIC
MO>KHO HAUTH B CETH.



